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Aby vase spolechost mohla centralnée
spravovat mobilni zarizeni (telefony,
tablety) s operacnim systémem Android
1 iIOS pomoci cloudové sluzby Samsung
Knox Manage, je treba proveést

tyto 3 kroky:
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Jak zacit sluzbu vyuzivat

Zfizeni Uctu v cloudové sluzbé Samsung Knox Manage a aktivaci licenci pro
potfebny pocet spravovanych zarizeni pro vas pripravime my, pokud aktivujete

Zrizeni Uc¢tu a licenci odpovidajici pocet tarifd obsahujicich MDM.

(zajistl'T-MobiIe PO Pri zfizeni ucCtu zadame i udaje o administratorovi z rad vasi spolecnosti,
aktivaci tarifu) kterému na zadanou e-mailovou adresu zasSleme instrukce k prihlaseni do
konzole sluzby. V této konzoli pak administrator provadi nastaveni pravidel

a ovlada firemni flotilu mobilnich zafizeni (specifikovano v dalSich krocich).
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Jak zacit sluzbu vyuzivat

Pozadované nastaveni

Administrator v konzoli sluzby provede konkrétni nastaveni pozadovanych
firemnich pravidel/politik, mobilnich aplikaci, uzivatel( a uzivatelskych skupin.
Poté pozve urcené uzivatele k nasazeni MDM na jejich mobilni zafizeni, a to

prostrednictvim cloudové konzole formou automaticky zaslaného emailu nebo

SMS.
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Jak zacit sluzbu vyuzivat

Nasazeni MDM na

koncové zarizeni

‘I* Business

Pozvani uzivatelé dle instrukci v pozvance nahraji z aplikaéniho obchodu
aplikaci Samsung Knox Manage a prihlasi se zaslanymi prihlasovacimi udaji. Od
tohoto okamziku jsou na zarizeni automaticky aplikovana definovana firemni

pravidla a pfipojena zafizeni jsou monitorovana z centralni konzole.




Nastaveni
cloudového
prostredi pro
spravu zafrizeni

Krok 1

:]: Business



Nez zaChete

Nez zacnete s centralni spravou vasich firemnich mobilnich zafizeni, je treba se rozhodnout, v jakém rezimu budou
vase zarizeni nastavena. Nejcastéji se rozhodujeme mezi rezimem plné spravy nebo rezimem BYOD. Pro jednotlivé
rezimy se liSi zptsob instalace MDM na koncové zafizeni, viz Krok 3.
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V rezimu plné spravy (Fully Managed, Supervised) organizace muze

plné ovladat vSechny dostupné vlastnosti zafizeni. K dispozici je vice
vlastnich nastaveni nez v jinych rezimech. Tento rezim ma vSak dvé

zasadni vlastnosti:

* Administrator mlZe ovladat vSechny dostupné vlastnosti zafizeni
a zasahovat do veskerého obsahu na zafizeni. To nemusi byt vidy
vhodné z pohledu ochrany soukromi v pripadé, Ze zaméstnanci

mohou vyuzivat zafizeni i pro soukromé ucely.

* Zafizeni je moZné do tohoto reZimu prepnout jen po uvedeni do
tovarniho nastaveni. Tedy po smazani vSech dat. V pfipadé iOS je

mozné zafizeni do tohoto reZzimu uvést jen pomoci Apple DEP.

‘I* Business
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Rezim BYOD umoznuje oddéleni
firemniho a soukromého prostoru.
Organizace md moznosti zasahovat
a nastavovat pravidla pro firemni
prostor a v urcitych pripadech
omezené pro celé zafizeni. Tento
rezim je proto Ccastéji vyuzivan
v pripadé, Ze zaméstnanci mohou
vyuzivat zafizeni i pro soukromé

ucely.

@@

V ramci firemni flotily
mobilnich zafizeni je
mozné spravovat zarizeni
v rlznych rezimech.




Jak zacit

Prostredi cloudové konzole Samsung Knox

Manage obsahuje grafického privodce "
nastavenim. Neni nutné jej pouzit, avSak pro Q& @G)
nové spravce mlze byt dobrym pomocnikem GettingStarted@
a doporucujeme proto jeho vyuziti.
Manual 4
Release Note 4
@ V horni Casti obrazovky kliknéte na ikonu
Knox Support K4

otazniku.
Technical Support

@ Nasledné kliknéte na Getting Started — tim
spustite konfiguracniho priavodce.

TIP: Seznamte se také s podrobnou priruckou
dostupnou online pod volbou Manual.

‘I* Business

Error Codes 4




Nastaveni cloudového prostredi

Schéma zobrazuje 6 zdkladnich krokd pro

nastaveni sluzby a ndslednou aplikaci

definovanych pravidel na spravovana Uvodni Vytvoreni Pfifazeni
zafizeni. nastaveni uzivateld profil{

Vytvoreni Pfifazeni Zadost o nasazenf
skupin aplikaci na zafizeni

K tomuto nastaveni je moiné:

Vyuzit prlivodce Getting started (popisuje

tento manual).
Vyuzit nabidku v levé ¢asti obrazovky a tak
pfimo pristupovat k jednotlivym prvkiam,

jako jsou Groups (skupiny), Users

(uzivatelé) atd.

Pfes toto menu je rovnéz moziné se
k polozkdm pozdéji vratit a realizovat

nasledné Uupravy (napfiklad po prvotnim

nastaveni prostfednictvim pravodce).
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Uvodni
nastaveni

Krok 2A

‘] Business - —



2A Uvodni nastaveni

Pokud pouzivate zarizeni Android Enterprise, je
tfeba provazat prostredi Knox Manage s Google

Android Enterprise

Play. Postup je oznacovan jako registrace EMM. D S S
@ Kliknete na Register EMM a potvrdte OK.

Zartizeni Apple: —
Pokud budete spravovat i zarizeni Apple, musite

provést nastaveni APN certifikatu. Tento krok neni
zahrnut v privodci. V tomto ndvodu je popsan v kroku
2G. Pokud pouzivdte pravodce, muzete nastaveni

provést po jeho dokonceni.
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2A Uvodni nastaveni

@ Kliknéte na Zaciname.

@ Zadejte nazev firmy a kliknéte na Dalsi.

‘I* Business

B Google Play

Vyuzijte Android pro
pracovni ucely

0 1 Zaciname

Nazev firmy

Potrebovali bychom néjaké podrobnosti o vasem podniku

Nazev firmy

Poskytovatel spravy podnikové mobility
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2A Uvodni nastaveni

@ Vyplnte kontaktni Udaje, potvrdte podminky
a kliknéte na Potvrdit.

@ Nasledné kliknéte na Dokoncit registraci.

‘I* Business

Kontaktni udaje

Potrebovali bychom néjaké podrobnosti o vasich hlavnich kontaktech

Kvili zajisténi souladu s predpisy ohledné pro ochranu dat musi spoleénost Google uchovavat kontaktni (idaje povéfence pro ochranu osobnich Gdajd zakaznik
a zastupce pro EU. yto Udaje slouzi k tomu, abychom vas mohli s dotazy nebo i ohledné ochrany soukromi a zabezpeceni vasich tidaji
v nasich sluzbach.

Pokud tyto podrobnosti momentainé neméte u sebe, mizete je zadat pozdéji v sekei istra a nastaveni sp! ého obchodu Google Play.
Povéfenec pro ochranu osobnich tdaju

Nazev

E-mail

Telefon

Zastupce pro EU

Nazev

E-mail

Telefon

[[J Piecetl(a) jsem si smlouvu o spravovaném obchodu Google Play a souhlasim s ni.

Nastaveni dokonceno

Dékujeme, ze jste si vybrali Android pro firmy

13



Vytvoreni
skupin

Krok 2B
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2B Vytvoreni skupiny

Skupina (Group) umoznuje sdruzovat
zafizeni/uZivatele a na celou takovou skupinu

nasledné aplikovat vybrana pravidla.
Typickymi  priklady skupin jsou oddéleni
spolecnosti Ci profese tak, aby na vSechny cleny

skupiny byly aplikované stejné politiky nebo aby
tito uzivatelé pouzivali stejné aplikace.

@ Kliknéte na Add pro pridani skupiny.

‘I* Business

SAMSUNG Knox Manage

Group

Group Name Type

Total 2 10perpage ¥
Add

Click the Add button and add a group

After adding a group, you can apply and manage policies on a group
basis

testmdm.gmail.com(Default Group)

User

Device

Type

User



2B Vytvoreni skupiny

@ Zadejte jméno skupiny.
@ Kliknéte na Save.

@ Ulozte skupinu kliknutim na OK.

Prednastavitelna volba:
V tomto ndvodu vyuzivdme dale skupiny uzivateld.

Vyberte tedy Type: User. Jde o prednastavenou volbu.

‘I* Business

Add Group

Click the Save button to add a group

The information required to create a group has been set. Click the

Save button to store the Test user group.
Cancel @ Save ‘

v

Save Group X

Do you want to save this group?

Click the OK button to save the group.



Vytvoreni
uzivateld

Krok 2C
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2C Vytvoreni uzivatele

Step 3. Go to the Add User Step.

Try adding a user and assigning them to a group. @ Go 1o Step3
|

Zavedte do systému uzivatele, jejichz zafizeni Click the Go to Step 3 button.

p

L (i

budete spravovat. 4
Uzivatelské heslo zaddvané v dalsSim kroku slouzi p — @ AddGroup — (v) AddUser — (V) Assign Appli

pouze pro prvotni pripojeni zarizeni uzivatele do

spravy.

v

@ V pravodci na spodni listé kliknéte na Go to

Step3.
: Total 1 10perpage ~
@ NéSIGdné k||knéte na Add Add Bulk Add Device Commanc Send Ema RequestE
Hromadny import dat: Click the Add button and add a user. '

Prostfednictvim volby Bulk Add mUiZete provést When adding a user, you can select a user group that the user will I
- v, o . . belong to.
hromadny import dat uzivatelu z listu aplikace MS Excel. |

Pozadovany vzorovy dokument je k dispozici pod

uvedenym tlacitkem.

‘I* Business



2C Vytvoreni uzivatele

@ Zadejte ID uzivatele (zvoleny identifikator).

@ Vytvorte a potvrdte heslo pro prvni
prihlaseni.

@ Vytvorte prihlasovaci jméno uzivatele.

@ Zadejte e-mail.

@ Kliknéte na tlacitko Select pro vybrani
skupiny/organizace.

‘I* Business

Add User

nter all required fields 1o add a user. The user can sign in using the ID and password you entered below

UserID « @ uzivatel
Password + @ ...........

ConfimPassword* L.

User Name + uzivatel

Email «

Mobile Number Czech Republic (+420)
Managed Apple ID

User Group / Organization * @ Select 0 Selected

Staging User » (@

License + (®



2C Vytvoreni uzivatele

@ Vyberte skupinu, do které ma byt uZivatel Select User Group / Organization
prirazen. .
Vi . . s ; ki
Potvrdte akci kliknutim na OK. T

‘I Business



2C Vytvoreni uzivatele

Click the Save button.

All the information required to add a user is set. Save the

@ Ulozte informace tlacitkem Save. G
miormation.
Can@ Save

@ Potvrdte akci kliknutim na OK.

v

Save User X

Do you want to save the user?
Profiles and applications assigned to group or
organization will be automatically assigned to the user.

Click the OK button to save the user.

‘I Business



Prirazeni
aplikaci

Krok 2D

‘| Business 3 "r—



2D Prirazeni aplikace z obchodu

Google Play

Step 4. Go to the Assign Application Step.

Add the application and assign it. Click the Go to S@
Tento krok umoznuje vybrat aplikace, ktere § cepstmn

budou v pracovnim profilu uzivateli dostupné Ci o @) At (o) At Aphestin — () AssapiFroe

automaticky nainstalované.

@ V pruvodci kliknéte na Go to Step4. —~—y—

@ Pro pridani aplikace kliknéte na Add.

@Add Modify MGPP | Sync MGP Assign || Modify Delete

Click the Add button to add an application. I

After adding an app, you can assign it to a group or organization. ’

‘I* Business



2D Prirazeni aplikace z obchodu
Google Play

@ Vyberte platformu Android.
@ Type & Source ponechte Public a Managed
Google play.

@ Potvrdte kliknuti na OK.

@ Zadejte nazev hledané aplikace.

‘I* Business

Select Application Type X

What type of application do you want to add?

Platform @ © Android

ios

Windows

Type&Source @ Public ¥ | Managed Google Play v @

publ
Capeel “ @

Click the OK button to add the public
application

—~———

Add Application

Store Managed Google Play @ Name t

Enter the app name and click the Search button




2D Prirazeni aplikace z obchodu
Google Play

@ Vyhledejte a kliknéte na pozadovanou
aplikaci.

@ Kliknéte na Approve.

‘I* Business

Add Application

Store  Managed Goagle Play

B Google Play

Add Application

Store  Managed Google Play

Similar

Microsoft Bo
Microsot Corporat



2D Prirazeni aplikace z obchodu
Google Play

@ Kliknéte na Save & Assign.

@ Akci potvrdte kliknutim na OK.

‘I* Business

Click the Save & Assign button and assign the application.

Check the selected application then modify, save, and assign it at

once.
S
Save & Assign 5%

Do you want to save and assign this application?

Click the OK button to save the
application.



2D Prirazeni aplikace z obchodu
Google Play

@ Vyberte skupinu, které ma byt aplikace
nainstalovana/ptirazena.

@ Akci potvrdte kliknutim na Assign.

‘I* Business

Target

Target Type Q Growp

1 item(s) selected  Total 2

Group Name Type
@ skupina User

karel.galuska.email.cz(Default Group) ~ User

Organiza

tion

Last Assigned =

Click the Assign button

The target group to assign the application has been selected

QO =



2D Prirazeni aplikace z obchodu
Google Play

@ Prirazeni aplikace potvrdte kliknutim na OK.

‘I* Business

Assign Application

Do you want to assign the application(s) as below?

Target Group

* Microsoft Teams

Android Enterprise

Android Legacy

skupina

Public

Installation Area
Installation Type
Auto-run after Installation
(Non-Android
Management API)

Auto Update Mode

Managed Configuration

Installation Area
Installation Type

Auto-run after Installation

Device + Work Profile

Manual

No

Default Update

No Setting

Device + Knox Workspace
Manual

No

Check the application information to assign, and click
the OK button

For the final check before the assignment, the properties
information of the target group and the application are
shown,



Prirazeni
profilu

Krok 2E
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2E Vytvoreni profilu

Tento krok umoznuje definovat a vynutit vybrana

nastaveni zarizeni jako pouzivani hesel apod.

@ V pravodoci kliknéte na Go to Step5.

@ Pro pridani profilu kliknéte na Add.

‘I* Business

Step 5. Go to the Profile Assignment step.

Add profiles and assign them 1o a group. Click the @ Go 1o Step5

Go to Step 5 button.
urg

° Assign Application — @ Assign Profile —— @ Request Enroll

v

@ Add Import Policy Copy Assign App Delete

Click the Add button and add a profile.

After adding a profile, you can set policies and assign them to
groups.




2E Vytvoreni profilu

@ Zadejte jméno profilu.

@ Zaskrtnéte platformu Android Enterprise a
Samsung Knox (v pfipadé, Ze vytvarite
politiku pro zafizeni s jinym operacnim
systémem, vyberte odpovidajici).

@ Kliknéte na Save & Set Policy.

‘I* Business

Add Profile

Name * Profil

The entered profile name cannot be changed.

Platform + @ Android Enterprise @

Samsung Knox
Android Enterprise - Android Management API
Android Legacy
i0S

Windows

—~—

Click the Save & Set Policy button.

Save the profile and continue to set the policy.

Cancel Sav@ Save & Set Policy



2E Vytvoreni profilu

@ Dle preferenci nastavte, jaké politiky se maji
aplikovat na Vase zafizeni.

@ Kliknéte na Save & Assign.

@ Potvrdte kliknuti na OK.

Doporucujeme:
Uzamdeni zafizeni pfi neCinnosti (Screen Timeout).

Pouzivani hesla (Password).

Zamezeni instalace aplikaci z neoficialnich zdroji
(Installation of app from untrusted sources).

Zakaz kopirovani dat mezi profily (Copy and Paste
Clipboard per profile).

‘I* Business

Set Policy

Profil  Android Enterprise, Samsung Knox @

Android Enterprise

System
Interface
Security
Password
Kiosk
Application
Location
Phone

Samsung Knox
Android Enterprise

Q

System

User Certificate Setting

Camera ®

Screen Capture (O

VPN Setting (D

Account Modification

- Account Block/Allowlist

- Account List

Highlight Work Profile on company-o

Device Controls (@

wned Devices Policies Only (@)

Work Profile Controls (D



2E Aplikace profilu na skupinu

Uflvatem Group |
Select a group to assign the profile.
_— Select a group from the list to assign the profile.
@ Vyberte skupinu, na kterou se ma profil Name= Type
d pl i kovat' karel.galuska.email.cz(Default Group) User

@ Kliknéte na Assign & Apply. @ skupina User

@ Potvrdte kliknuti na OK. .

Click the Assign & Apply button.

Assign a profile to the target group and continue to apply it.

Cancel Assig@ Assign & Apply

‘I* Business



Pridani zarizeni do
spravy

Krok 2F

T* Business » —



_\

2F Pridani zarizen e

Enroll a device and test it. Click the Go to Step 6 @ Go 1o Stepb

button.

@ V pravodci kliknéte na Go to Step6. @ AssignProfile — (&) Request Enroll

v

@ Vyberte uzivatele, kterému chcete pridat
zarizeni.

User

User Group

User ID User Name / Organization

After selecting a user, you can send the enroliment guide to that
user. L 1

User ID = User Name Status T User Group
uzivatel @ uzivatel Active skupina

v

Total 4 10perpage ~
1 item(s) selected S@ Request Enrollment || Change Status Modify Delete

UserID = Click the Request Enrollment button. ser Group

Select a user to enroll the device.

@ Kliknéte na Request Enrollment.

|
2 2 P |
Try sending a device enrollment guide to the selected user. |

uzivatel lkupina

‘I* Business



Request Enroliment b

_\

2F Pridani zarizen

Select one or more format to send request

Send email with installation guide R
Send SMS with public store url R
Send SMS with user authentication guide R
Send SMS with KME(Knox Mobile Enrollment) guide R

Vyberte format, jakym chcete odeslat
pokyny pro pridani zafizeni konkrétnimu

cee

: uzivateli, a zvolte OK.
5 Select a format for the enrollment request and click the
. Send button.

You can send various enroliment requests via email and
SMS.

v

Akci potvrdte kliknutim na OK.

Enroll Device X

Check the enroliment guide sent via email or SMS and install the Knox
Manage app. Sign in with the user ID and password previously used for
adding a user.

samsune

The Enroliment Guide has been sent. Check the pop-up
window and click the OK button,

‘I* Business



Nahrani Apple
APN certifikatu

Krok 2G

‘I Business - —



2G Nahrani Apple APN
certifikatu

@ Pro pridani iOS zarizeni do MDM je nutné
mit v portalu nahrany APN certifikat. Pro
tuto akci je nutné mit vytvoreny Apple ID
ucet.

@ V postranni nabidce otevrete polozku
i Setting >i0S > APNs Setting.

@ V pravé dolni ¢asti kliknéte na tlacitko

Generate Request, ¢imz stahnete soubor s

koncovkou .CSR.

@ Prostrednictvim odkazu budete

presmeérovani na stranku, kde vygenerujete

certifikat.

‘I* Business

02

SAMSUNG Knox Manage

Group
Organization
Application
Profile
Kiosk
Content
Device Enrollment
History
Setting
Configuration
Android
i0os

APNS Setting

VPP Server Setting

Import APNs Certificate

APNs Setting

Upload APNs Certificate + To manage i0S devices, an Apple APNs Certificate is required. Complete the steps below to obtain an

o G dentity.apple.com/pushcert
[ ple website https:/af gp\ eid.a gpl
@ ci ste
1 & e (PEM
Step3 Apply APNs Certificate
Click 'Upload APNs Certificate’ and upload the APNs certificate you obtained from step 2

APNS certificate from Apple.

ake a Certificate Signing Request (CSR) and download the CSR file onto your computer

Upload APNs Cerm@ Generate Request



2G Nahrani Apple APN
ce rt|f| kétu Sign in with your Apple ID

@ Apple ID -»

Remember me

@ Po kliknuti na odkaz budete vyzvani pro
prihlaseni pomoci Apple ID uctu.
Forgot Apple ID or password? »

Don't have an Apple ID? Create yours now. 2

@ Po prihlaseni kliknéte na Create a
Certificate.

v

Apple Push Certificates Portal e et monie oo (@Y

Service Vendor Expiration Date Status

Certificates for Third-Party Servers @ “Create o Cticate )
% Actions

Mobile Device Management ~ SAMSUNG SDS Dec 21, 2022 Active

O @& " Downicad N Revoke
Mobsile Device Management ~ SAMSUNG SDS May 26, 2023 Active il Renew )

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate

‘I* Business



2G Nahrani Apple APN
certifikatu

@ Potvrdte podminky a kliknéte na Accept.

cescccce

V dalSim kroku nahrajte soubor .CSR, ktery
jste si stahli ze Samsung Knox portalu.

cescccce

@ Kliknéte na Upload.

‘I* Business

Apple Push Certificates Portal

Terms of Use

PLEASE READ THE FOLLOWING LICENSE AGREEMENT TERMS AND CONDITIONS CAREFULLY
BEFORE DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITIONS
CONSTITUTE A LEGAL AGREEMENT BETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MDM Certificate Agreement

(for companies deploying mobile device management for iOS and/or OS X products)

Purpose

YYour company, organization or educational institution would like to use the MDM Certificates (as defined below)

to enable You to either deploy a third-party commercial

enterprise server s

re product for mobile device

management of iOS and/or OS X products, or deploy Your own internal mobile device management for iOS

and/or OS X products within Your company, organization or educational institution. Apple is willing to grant You
a limited license to use the MDM Certificates as permitted herein on the terms and conditions set forth in this

Agreement.

1. Accepting this Agreement; Definitions
1.1 Acceptance

In order to use the MDM Certificates and related services, You must first agree to this License Agreement. If
You do not o cannot agree o this License Agreement, You are not permitied to use fne MDM Certificates or
related services. Do not download or use the MDM Certificates or any related services in that case.

‘You accept and agree to the terms of this License Agreement on Your company's, organization's, educational

I have read and agree to these terms and conditions.

Create a New Push Certificate

Printable Version >

b, it

Upload your Certificate Signing Request signed by your third-party server

vendor to create a new push certificate.

Notes

Vendor-Signed Certificate Signing Request

Choose File | MDM_CertS...quest (2).csr

Upload



2 G N a h ré n I, A p p I e A P N Apple Push Certificates Portal
certifikatu —

@ Tlacitkem Download stahnete certifikat ve
formatu .pem.

@ Zpét v MDM portdle nahrajte tento certifikat
pomoci tlacitka Upload APNs Certificate.

@ Vyberte SOu bor .pem’ Zadejte Vaée Apple ID Import APNs Certiﬁ@ Upload APNs Certificate Generate Request
a kliknéte na Save.

v

Upload APNs Certificate X
Cert File (pem) * C:\fakepath\MDM_ SAMSUNG SDS_Certificate (1).pem x @
Apple 1D = ondrej kravec@t-mobile.cz

‘I Business



Nasazeni MDM
spravy na zarizeni

Krok 3

‘|* Business




Android zarizeni s

pracovnim profilem
(rezim BYOD)

Krok 3A

‘|* Business




3A Pridani zarizeni Android v rezimu BYOD

@ secesecssscscscsesesssscssscsesssesesessnse @ secesecssscscscsesesssscssscsesssesesessnse @ secesecssscscscsesesssscssscsesssesesessnse @ secesecssscscscsesesssscssscsesssesesessnse @

Nainstalujte si aplikaci
Samsung Knox Manage z
Google play.

1549 % @

< Q

@ Samsung Knox
} Manage
Samsung EMM Developer

500 tis.+

Stazeni

=i

>
SAMSU.. ¥ J‘ox
2

O této aplikaci

Samsung Knox Spréva spravu mobilnich
zafizeni usnadiuje pro podnikové zakazniky.

Byznys
Hodnotit tuto aplikaci

Sdélte ostatnim svij nazor

‘|* Business

V aplikaci se prihlaste
pomoci uzivatelskych
udaja.

Y9,

Sign in with your Samsung Knox Manage Account

SIGN IN

Kliknéte na tlacitko
Souhlasim.

Nastaveni
pracovniho profilu

Jedno zafizeni, dva rizné
profily

Najdéte rovnovahu mezi
pracovnim a soukromym
Zivotem

olik

Podivejte se na
(idaj Samsung Knox, abyste vidéli, jak spravujeme

Zaskrtnéte policko Agree

all a kliknéte na Next.

Agree all

Terms of Use

N |agree

Privacy Policy

Posledni aktualizace: 6. listopadu 2020

Ve spole¢nosti Samsung Electronics Co.,
Ltd. vime, jak dulezita je pro nase
zékazniky ochrana osobnich udaju.
Spole&nost Samsung je spravcem Udajl
pro sluzbu Knox. Tyto Zasady ochrany

End User License Agreement

L' o < J

Zarizeni bylo pfidano.

4 Fv ol 84%

Samsung Knox Manage

uzivatel's device

SAMSUNG SM-A528B

¥




Android zarizeni v
rezimu plné spravy
(Fully Managed)

Krok 3B

‘|* Business
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Na uvitaci obrazovce kliknéte 5x do bilé casti, ¢imz spustite ctecku QR Nactete QR kod s podtextem Potvrdte informaci tlacitkem
kéda. (Fully managed devices), ktery Dalsi.
Vam priSel do e-mailu.

Toto zafizeni patfi vasi

Bun venit! I pat
organizaci

Dalsi informace vam poskytne Administrator IT.

Android Enterprise

(Fully managed devices

/Fully managed devices with

work profiles)

3 dalsi klepnuti spusti nastaveni
pomoci QR kédu.

S x

‘]’ Business 2



Prihlaste se pomoci Zaskrtnéte policko Agree Zarizeni bylo pridano.
uzivatelskych udaja. all a kliknéte na Next.

Zrall 85%@ Al 86%@

Samsung Knox Manage &

Agree all

Sign in with your Samsung Knox Manage Account Terms of Use

Nastavte telefon

Spravce miize monitorovat a spravovat
nastaveni, podnikovy pristup, aplikace, opravnéni,
funkce ochrany proti odcizeni a data spojena s
timto telefonem véetné aktivity v siti a informaci
o poloze telefonu, historie hovort a historie
hledani kontaktd

& |agree

udaji Samsung Knox, abyste vidéli, jak g ' .
spravujeme vase (daje uzivatel's device
Privacy Policy SAMBUNG

Google Posledni aktualizace: 6. listopadu 2020

SIGN IN

Ve spolecnosti Samsung Electronics Co.,
Ltd. vime, jak dilezZita je pro nase
zakazniky ochrana osobnich udaju.
Spolecnost Samsung je spravcem Udaji
pro sluzbu Knox. Tyto Zasady ochrany

Vase organizace bude spravovat a monitorovat
tento telefon pomoci nasledujicich aplikaci:

@ Knox Manage

0 =] 9 &

Ti28314)5]6)7)18)9})j0

qgiwjeflrjtjzjuji End User License Agreement

aflsidiflaglhlilk]l]

& xlclvib|n!imEs

com  Dalsi

I* Business



Apple zarizeni v
rezimu
BYOD

Krok 3C

‘|* Business



3C Pridani zarizeni Apple v rezimu BYOD

Z obchodu App Store si stahnéte
aplikaci Samsung Knox Manage.

Samsung

Knox Manage
AN =

Novinky Historie verzi

Bug fixes and stability improvements

Ukazka

@ Hello,

iostest
Sign in with your EMM Account.

I* Business

Prihlaste se pomoci uzivatelskych
udaju. a kliknéte na Next.

14:47
< App Store

14:48

< App Store

@) Agree all

Sign in with your Samsung Knox Manage Account.

As required by Apple policy, we do not share any
personally identifiable data collected by our service
with any third parties for any reason.

Terms of Use

SIGN IN

Privacy Policy
qlwlelrjtlz]u
alsldlflalhl]i
B v I xlclviblin|m

End User License Agreement

123 @ Mezernik

@

Zaskrtnéte policko Agree all

Potvrdte oznameni kliknutim
na OK.

Confirm

The device must be enrolled
into remote management to
use EMM.

The Screen will be moved to
Settings > General > Profile.
Please install the profile and
restart Samsung Knox Manage
after enrolling your device.

CANCEL OK

49



3C Pridani zarizeni Apple v rezimu BYOD

Budete presmérovani do internetového Presunte se do nastaveni telefonu a
prohlizece, kde se zobrazi informace o rozkliknéte nabidku Profil byl stazen.
stazeni profilu. Kliknéte na Zavrit.

Varovani opét odsouhlasite
kliknutim na Instalovat.

15:07

<« Knox Manage

Instalovat profil Instalovat Varovani Instalovat

Dokoncit nastaveni iPhonu
Profil byl stazen

RENY PF
Enroliment Profile Hodnovérnost polozky ,Enrollment Profile”

Letovy reZim nelze ovéfit.

B wiFi
Bluetooth

Mobilni data

SamsungSDS
Neovéfen
Device Name : uzivatel_i0S_1

Vyzva k zapisu zafizeni

Podrobnosti

Profil byl stazen
Pokud chcete profil nainstalovat,

zkontrolujte ho v aplikaci Nastaveni. B Oznameni

Qdstranit staZzeny profil
Zavrit m Zvuky a haptika
Soustredsni

Cas u obrazovky

Obecné
Ovladaci centrum

Zobrazeni a jas

B Plocha
—

AA @ 3.manage.samsungknox.com

M m O

‘]’ Business 50



3C Pridani zarizeni Apple v rezimu BYOD

V notifikaci zvolte moznost Zarizeni bylo pridano.

DOvérovat.

V poslednim varovani opakujte
kliknuti na Instalovat.

15:08 = -

Zrusit Varovani Instalovat

Instalaci bude certifikat ,Samsung SDS"
pfidén do seznamu davéryhodnych
certifikatd v iPhonu.

Instalaci bude certifikat ,SamsungSDS"
pfidén do seznamu dévéryhodnych
certifikatd v iPhonu.

Instalace tohoto profilu umoZzni spravci na
adrese ,https://
eu08.manage.samsungknox.com:443/emm/
ios/mdm" vzdalené spravovat vas iPhone.

Spréavce miZe ve vasem iPhonu
shromaZdovat osobni data, pfidavat ¢i
odstranovat Uéty nebo omezeni, instalovat
a spravovat aplikace, pofizovat jejich
seznamy a na délku mazat data.

FI

Hodnovérnost polozky ,MDM Profile”
nelze ovéfit.

I* Business

Zrudit Varovani Instalovat

KORENQVY CERTIFIKAT

Instalaci bude certifikat ,Samsung SDS"
pfidén do seznamu davéryhodnych
certifikatd v iPhonu.

KORENOVY CERTIFIKAT

Instalaci bude certifikat ,SamsungSDS*

PRidgr e mmmmmes A Ee ol

certi Vzdalend sprava

Dilvéfujete zdroji tohoto profilu
a cheete zaregistrovat iPhone pro
SPR¢ vzdalenou sprévu?

Inste
adre
eu08.manage.samsungknox.com:443/emm/
ios/mdm" vzdalené spravovat vas iPhone.

Zrusit

Spravce mlZe ve vasem iPhonu
shromazdovat osobni data, pfidavat &i
odstranovat Uéty nebo omezeni, instalovat
a spravovat aplikace, pofizovat jejich
seznamy a na délku mazat data.

NEOVERENY PROFIL

Hodnovérnost polozky ,MDM Profile*
nelze ovéfit.

Profil nainstalovan Hotovo

@ MDM Profile

SamsungSDS
Neovéreno
Device Name : uzivatel_i0S_1

Sprava mobilnich zafizeni
Certifikat identity zafizeni
2 Certifikty

Podrobnosti

Samsung Knox Manage

uzivatel's device
Apple iPhone13,2
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